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foyasssioluilsiduedeton
O Malware outbreak
O Update Available

O License Expires

O Antimalware Event
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15 vimsdanmisladumaduusragesluguuuu Hitps Tuslanea sessumsiaufy
Browser ﬁ%ﬁiﬁﬂﬂ‘ﬁ Internet Explorer 9+, Mozilla Firefox 14+, Google Chrome 15+, Safari 5+
L6  svuumpsaunsadegiuvussnuldlaedaluifnudianaridimunly uag 51891y
fand1avzfosgndannlusuuvresnisiudauuy Zip Inddad s POF waw Csv
gndudnegly Zip danan
2. dafmuaquantAveslusunsudesiulafadmiuiaseqwivreifiszuuugdanag
Microsoft Windows fianusutifagstiosssil
2.1 mmmﬁﬂﬁqiauﬁuswuﬂﬁﬁ’ﬁmi
a. Server operating systems: Windows Server 2016 Windows Server 2012 R2,
Windows Server 2012, Windows Small Business Server (SBS) 2011, Windows
Small Business Server (SBS) 2008, Windows Server 2008 R2, Windows Server
2008, Windows Small Business Server (SBS) 2003, Windows Server 2003 R2,
Windows Server 2003 with Service Pack 1, Windows Home Server
b. Red Hat Enterprise Linux / CentOS 5.6 or higher Ubuntu 10.04 LTS or higher
SUSE Linux Enterprise Server 11 or higher OpenSUSE 11 or higher Fedora 15
or higher Debian 5.0 or higher Amazon Linux AMI
2.2 see5umsindalusunsuriulusunsuUImsdantsanarunas (Network Discovery) %38
wu dudu e-mail wie Ansues Tneldndandadnelnddeld
2.3 @1n50¥M59 93U Malware Ussianasolils 1hda, sy, worm, rootkit

,phishing , Adware, Keylogger [uagatios

2.4 awnsofmusulsniemsinwanudaensdte wWeshlldlaedlduaemaliannsasnan

Sawn uleuieldie

2.5 @NSAENELN /O WMANTIUTITOMUUATIIAINTT dunu/enan 1aa1n Management

Console

2.6 MAdulunisiiseianisynuees Ransomware Wetostulyldadannaudemeriu

30418 (Ransomware Vaccine)
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2.7 dguaszuy anansaidendiavrinnisaulid(Delete)fifosasdedniulasa vio anunsadndy

W8 (Quarantine)fifasaadyls
2.8 fosannsamuuaniaisalunistesiunisaeunisdndelusunsuld

2.9 annsadwangnudeyauaunlisa Wiunie web Management console lavse dwiansu
mansesfioglussuuiaietedeiuld lnsauisaildendivun IHiResommaioseld

VINED9UDINNG

2

2.10 Wemsranueliiaausaimsuiafieuludidauassuurumdndls Tnednludia

Tnganasamuunsiadldunnnii 1 email

211 annsavinsdulna (Restore) ndfigniniu (Quarantine) nduludisumisiaulalag

HIUNI9 management console VROHNUNLATEINYY

2.12 annsammuamsgwian lamutinalaewlmungy eansadnassnisonanld

o wa @ v e o = f i a wva .
3. dedmuaquauifvassunsudasiulaiadwiuesesgnineniissuuuftanag Microsoft

Windows iifauaudfiagnadioesail

3.1 @nsafinfauuszuuuuanig Windows using 9 Windows 10 Anniversary Update
“Redstone”, Windows 10 TH2 ,Windows 10 Y’ Windows 8.1, Windows 8, Windows
7, Windows Vista with Service Pack 1, Windows XP with Service Pack 3

3.2 s9ssunsiefelusunsur ulUsuNIHUIM AN IndIUnaTs (Network Discovery)

wsonuvdadu e-mail vSe fnsaes Tngldlndfnaeselndimenle

3.3 @1u15091111573297U Malware Uszinnassaluiild 1a%a, nsdu, worm, rootkit
,phishing , Adware, Keylogger \Juagatin

s

3.4 IandulunisiiihseTansvinauees Ransomware Wistlosiulslldadiannudemesu

w3a4le (Ransomware Vaccine)

3.5 awnsaivuaulevienisinwianulaends wedr W ldlaedlduaremaliansg

pnanusau luleuelaies
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3.6

3.7

3.8

39

3.10

311

3.12

3.13

3.14

3.15

3.16

sd

AUTOAIFUNU/DNMANTUANTBAIMUAYINIAINTT aunu/snian 16 Management

Console W3ausa 11508 UALATIN18UaI91ANS aunuls

[

AU d@snsadeniingrinisaulnd(Delete)idosasdvindulata wio awwnsa

@

nAulwg (Quarantine)fidiasasdyls

De eXe

posasamuuaaisalunisdostunissaeunisinsalusunsyle

anunsndmanguteyauauiliia H1un1e web Management console 1d3a Swian
dumniesiegluszuuieietedeniuld laeawsadentivun Iifoaiomiaien

30 lavsansdaanig

drunsafmualfiaiosgnineimiififudoyanisswianaingig management
console uazIASBIRINA1IENINTINTEEBTEYAN1S update AoludunTasgnyredunld

s

LﬁamaﬁlwuLa]ala%’ammamﬁ”lﬂmL':a'aLﬁathmc:J@L,La'isuwhwwé‘ma“lﬁ 1naonlusli

Tngaunsaruualidslaninnin 1 email

v oW

A11190v1N15AUINE (Restore) TrdAgnindu (Quarantine) nauludamuviadylalag

u

A1UN19 management console #iaRIUMAASBIgNUNE e UA Inlawme a1

Adosnslulle

aunsnfimuanisgnen linsdananlagudamungy deannsndaassmsnmls
anunsafmuansditaduled Adsunsy Seyae/ldeyann Tid- Tl
annsaufenduvasnandoriuiioraludunmeld (Anti-Phishing)

il dreananunsadesiudognanuiiidrunloud avnduasvieon 16 wiouiauds

Wowmnilusunsuvdelusiwaleneeuaz@ausdoudutuPort aeluedadls

aunsosaAliiniesrauiames dn1sidsuld policy ulaedmlus@audoulad

muunlilnegrataadseluil

a. IP address vauA3RIgnUelinIsudsuLlag
b. Gateway address vaaa3asgniIedinIsildeuLlas

c. DNS server vaai3asgninesinisildsunias

R
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d. juuuunIsWensiaszuuATeYIeiin1sisusUad 1 waesuan LAN Tlgnu

Wireless LAN gy

3.18 gnsansadueualiFanlinuegiounisanadlvi lalidesndt 10 via 1ens

neanouLauRlITa feunsings
3.19 annsnvinisaunugunsalsienia (Removable device) uaz Network drive 18
3.20 walulaBmsaunusehatiosdaluil
a. Local scan: msaunulngliminennsiiogluiniosneuiinmefvimi

b. Hybrid scan: nsaknulagedenswensiiesaiuisluaiouazly cloud security Tu

N5 ILAWNY

3.21 dwalulad Fingerprinting TWdlNe luvinnsaunug Wadu waazyinisaunuluan

JulwdlminasIndidnsswmnsolwaialada

3.22 anunsn sygnlnldanunseliluldaugunsalsenasgiwin External Storage ,

Internal storage , Bluetooth , Network adaptor , Imaging device 1]
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